ABSTRACT Wireless body area networks (WBANs) play a vital role in shaping today's healthcare systems. Given the critical nature of a WBAN in one's health to automatically monitor and diagnose health issues, security and privacy of these healthcare systems need a special attention. In this paper, we first propose a novel four-tier architecture of remote health monitoring system and then identify the security requirements and challenges at each tier. We provide a concise survey of the literature aimed at improving the security and privacy of WBANs and then present a comprehensive overview of the problem. In particular, we stress that the inclusion of in vivo nano-networks in a remote healthcare monitoring system is imperative for its completeness. To this end, we elaborate on security threats and concerns in nano-networks and medical implants as well as we emphasize on presenting a holistic framework of an overall ecosystem for WBANs, which is essential to ensure end-to-end security. Lastly, we discuss some limitations of current WBANs.
I. INTRODUCTION
Information and Communication Technologies (ICT) have radically changed the way the patients are treated in this modern era as they are able to receive improved healthcare services. Prior to the emergence of ICT, traditional healthcare systems have been used to provide healthcare services; however, traditional ways of healthcare management are unable to meet the healthcare needs of rapidly growing population of the world [1] , [2] . Unfortunately, millions of people around the globe suffer from heart and chronic diseases: hypertension, diabetes, arthritis, asthma, cancer, Chronic Obstructive Pulmonary Disease (COPD), dementia and pain are prominent ones among many others. It is important to note that an early detection of a chronic disease helps healthcare professionals to provide necessary treatment in advance of potential complication(s), hence minimises expensive treatment [3] .
In recent years, the need for a complete ecosystem for remote health monitoring systems has been increased, where a physician, using biomedical sensors, should not only monitor patients' physiological values but also must be able to treat or medicate abnormalities in those values remotely. Indeed, ICT can be integrated into traditional healthcare processes in order to develop an electronic healthcare system that can offer better healthcare services [4] . Such a new electronic healthcare system includes a successful integration of general communication networks, data analytics, and humans. Modern healthcare systems also include Wireless Body Area Networks (WBANs) where a set of sensors acquire health information such as heartbeat, blood pressure, blood sugar, or any deterioration in health of a patient. Such information can be potentially transmitted, utilizing communication technologies, to remote servers accessible by healthcare professionals for monitoring, diagnosis, or treatment purposes [5] .
The biosensors in a traditional WBAN mainly include, but are not limited to, Implanted Cardiac Defibrillators (ICD), pacemakers, wearables for vital signs, neurostimulators, glucometers, oximeters, and others. The sensors are generally equipped with onboard radios to enable wireless data transfer from/to remote health monitoring units without sacrificing patient's mobility. It is reported that, in 2001, more than 25 million patients in the United States were using medical implants for their treatment and continuous health monitoring [6] . In the recent years, the field of remote healthcare monitoring has gone beyond the medical implants and wearables and entered into an emerging area of biomedical nano-networks. Due to their ability to reach the affected places deep inside the human body, the in-vivo nano-networks has revolutionized modern healthcare monitoring systems [7] . However, most of the works in the literature disregard in-vivo nano-networks when discussing WBANs. For instance, Venkatasubramanian et al. [8] define a WBAN as ''a network of economically powered, wireless, wearable, and implanted health monitoring sensors, designed to continually collect and communicate health information from the host they are deployed on'', which only includes wearables and medical implants without any mention of nano-networks inside human body.
In this article, we present a holistic framework of a remote healthcare monitoring system that takes into account the nano-devices. In addition, we identify and review security and privacy requirements/challenges in such WBANs. We believe that despite the advances in medical implants and other biosensors, an average person's understanding of potential consequences of privacy and security on medical safety is still limited. Apart from the recent requirement of Food and Drug Administration (FDA) to address the privacy and security issues of medical devices for their complete life cycle [9] , the manufacturers find no incentive in incorporating to ensure privacy and security in medical devices.
Although, the feasibility of security threats to wearables, medical implants, and nano-networks are debatable, consequences of a potentially insecure health monitoring system could be catastrophic. For instance, any vulnerability in the software or hardware of a remote health monitoring system can potentially breach the confidentially, integrity, and availability of the system in question. Hence, investigating endto-end security of a complete health monitoring system is as important as the system itself. This end-to-end security ranges from the security of in-body communications (i.e., nano-networks and implants) to off-body communications (i.e., wearables, smartphones and medical server).
In this article, we divide the WBAN into four tiers based on their communication mechanisms. We discuss security requirements and challenges at these tiers and present some security threats. Particularly, we focus on tier-1 and tier-2 since the communication protocols at tier-3 and tier-4 are well established and the security threats and defenses at these two tiers have been widely discussed in the literature [10] - [14] .
The contributions of this work are:
• We propose a holistic framework of a complete remote healthcare monitoring system including nano-networks inside a human body (see Fig. 1 ).
• We investigate current trends in the security of a WBAN, specifically, at tier-1 and tier-2, which mainly include nano-networks and medical implants, respectively.
• We provide a taxonomy of different entities in a remote healthcare ecosystem.
• We comprehend the communication technologies and trends at all tiers.
• We describe security requirements and challenges at tier-1 and 2 of a WBAN along with the potential solutions and future research directions.
• We discuss the limitation of current WBANs in addressing security and privacy issues. The remainder of the article is organized as follows. Section II presents a complete ecosystem of a WBAN and remote healthcare monitoring system. Security requirements, challenges at different tiers of a WBAN, and their potential solution are described in Section III. Section IV provides a discussion on future directions. Finally, Section V concludes the article.
II. WIRELESS BODY AREA NETWORKS
A WBAN is a set of wireless biosensor network nodes (such as wearables, medical implants, and nano-nodes) connected through a star or multi-hop topology. These nodes are typically placed on a human body, implanted in the body, or even swallowed to monitor the vital signs and physiological signals without interrupting the daily routine of a patient. These physiological signals include, but are not limited to, Electrocardiography (ECG), Electroencephalography (EEG), Galvanic Skin Response (GSR), blood flow, glucose level, blood pressure, and blood oxygen level. With the advent of nanotechnology, a natural progression of WBANs is nano-health systems, which is composed of nano-sensors able to perform simple tasks such as computing, sensing, actuation, communication, and storage. Hence, a complete ecosystem of a WBAN, including in-vivo nano-nodes and remote healthcare monitoring system, is presented in Fig. 1 . Fig. 1 presents a complete architecture of WBAN including in-body, on-body, and off-body communications. In-body communications involve implants and nano-devices placed inside a human body. On-body communications involve the devices placed on the body such as wearables and other sensors for ECG, EEG, blood glucose, and blood pressure monitoring. The interaction of any device outside a human body is categorized as off-body communications. The entities in Fig. 1 can be defined as follows:
A. WBAN ARCHITECTURE
• Nano-devices: Nano-devices are one of the smallest entities in the healthcare ecosystem able to perform very basic functions at nano-scale, such as computing, data storage, sensing, actuation, and communications [15] .
• Nano-links: These are communication links between nano-devices and nano-micro interfaces.
• Nano-micro Interface: This interface connects nanodevices inside human body to a sink node, which finally connects them to off-body devices.
• Implant: This represents a medical device implanted inside human body for monitoring certain diseases, vital signs, or even biometric identification.
• Sink Node: Sink node acts like a data hub in WBANs that collects data from different in-body devices to relay it to the medical server and vice versa. In this work, VOLUME 6, 2018 . In this work, we mainly focus on security requirements of tier-1 and tier-2 communications. Security threats and defenses at tier-3 and tier-4 have been well investigated in numerous works as we can see in the literature [10] - [14] .
at some places, we also used the term programmer node (a term sometimes used in the literature for the device that controls and communicates with the medical implants) interchangeably with the sink node.
• On-body Sensors: This includes different sensors placed on the skin or inside clothes of a human body to measure and monitor different vital signs such as ECG, EEG, blood pressure, blood glucose, and blood oxygen level.
• Gateway: This represents a gateway device employed to connect the WBAN with the medical server. It can be a smartphone or any other device such as a computer or an Internet-of-Things (IoT) device that is directly connected to a base station using, e.g., 3G/4G.
• Access Point: This represents a cellular base station or a WiFi access point to route sensor's traffic to the medical server.
• Medical Server: This is a database, which stores all information of sensors for further actions and analysis of the data. It can include real-time monitoring of vital signs and virtual clinics wherein patients and physicians can connect online and alert about critical notifications to doctors or immediate family members for a potentially life-threatening condition.
B. DATA COMMUNICATIONS IN WBANS
We divide the ecosystem of remote healthcare monitoring system into four tiers. Each tier has its own protocols, security requirements, data rates, and communication range. Before evaluating end-to-end security requirements of this ecosystem, we first need to understand the communication protocols at each tier.
1) TIER-1 COMMUNICATIONS
We define tier-1 as all in-body communications, i.e., both the sender and the receiver reside inside a human body. The examples include the communications between nano-devices and nano-micro interfaces inside a human body. The communication links labeled number 1 and 2 in Fig. 1 Fig. 1 . A short survey of these communication protocols is presented in [16] . There is no standard Medium Access Control (MAC) layer protocol at this level.
The classical communications could further be classified into three categories: acoustic ultrasonic communications, nano-mechanical communications, and electromagnetic communications at terahertz frequencies. Acoustic waves at ultrasonic frequencies can be generated by small pressure variations in a medium (i.e., human tissues). The data rate depends on the properties of the surrounding tissues, operating frequency, and the properties of nano-devices. Hogg and Freitas, Jr., [17] observed a data rate of 10 4 bits/s. Nano-mechanical communications are based on the physical contact between the sender and the receiver [18] . Electromagnetic communications utilize classical radio transmission methods using nano-scale antennas at terahertz frequency band.
2) TIER-2 COMMUNICATIONS
Tier-2 represents communications between on-body and in-body devices. The example is the communications between implants and a sink node placed on a human body. The communication link labeled number 3 in Fig. 1 lies in this category. At this level, different communication paradigms are proposed at the physical layer (see Fig. 1 ). The most common ones are the wireless Radio Frequency (RF) communications and electromagnetic coupling. Concerning RF communications, the implants can use three different frequency bands defined as Wireless Medical Telemetry Services (WMTS), unlicensed Industrial, Scientific, and Medical (ISM), and Medical Implant Communication Service (MICS) [19] . The frequency bands in WMTS includes 608 -614, 1395 -1400, and 1427 -1432 MHz, ISM includes 2.4 -2.4835 GHz, and MICS includes 402 -405 MHz. On the other hand, electromagnetic coupling works on the principle of transformer wherein the transmitter and the receiver are coupled by the magnetic flux through coils.
Other common communication paradigms include optical and ultrasound communications. Some works in literature also propose human body as a communication channel at this level [20] . Some works propose to use human body as a communication channel utilizing conductive properties of the body as a communication medium between on-body devices and the gateway, provided that the gateway is physically touching the body [21] , [22] . The latest standard at this level is the IEEE 802.15.6 that aims to provide a reliable and low power communication within the surrounding area of a human body.
4) TIER-4 COMMUNICATIONS
This includes all communications beyond the gateway. 
III. SECURITY REQUIREMENTS AND CHALLENGES IN WBANs
The general security requirements for a WBAN remains the same at all tiers of communications. However, the scale of communications and possible security threats change at every tier. This is due to the different paradigms of communications and different capabilities of devices at each tier. For instance, at tier-1, the computational, storage, and memory size of a device are extremely limited and the communication paradigm changes from classical RF to molecular communications. To realize the end-to-end security paradigm for a complete remote healthcare ecosystem, each tier of communications must be potentially explored for possible security threats and their solutions. However, in this work, we mainly focus on tier-1 and tier-2 disregarding tier-3 and tier-4 as they have widely been discussed in the literature [10] - [14] .
Below, we list down the general security requirements of a remote healthcare ecosystem at all tiers of communications that should hold for the entire life cycle of devices, including their appropriate disposal after life expiry.
• Confidentiality: The contents of the data must be exposed to authorized personnel only who must be authenticated by some mechanism prior to accessing the data. Moreover, the confidentiality of the data must be ensured at rest (i.e., storage) and in transit (i.e., during transmission).
• Integrity: Data and the device information must not be modifiable by any unauthorized entity. Moreover, the origin of the data must be verifiable.
• Availability: The data and the devices must be accessible to the authorized entities all the time; i.e., the attacker must not be able to disrupt the communication or affect the devices negatively.
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In what follows, we will discuss and analyze the aforementioned security requirements at tiers 1 and 2 of WBANs.
A. TIER-1 COMMUNICATIONS
As illustrated in Fig. 1 
, this is the new layer in WBANs.
In what follows, we analyze security issues and possible solutions at this layer.
1) SECURITY CHALLENGES
Functionally, a nano-network at this tier behaves similar to a Wireless Sensor Network (WSN). The security challenges faced by WSNs can be extended to the nano-domain keeping in mind the extremely limited resources of nanonetworks. A survey on security issues in WSNs is given in [23] wherein Djenouri et al. summarize security challenges in WSNs. Dressler and Kargl [18] , on the other hand, elaborate on these challenges in the framework of nano-communications. In what follows, a summary of security requirements and challenges in nano-networks inside a human body is presented [18] .
a: KEY MANAGEMENT
Key management remains a primary challenge in nanonetworks. The problem is the distribution of key among the nano-devices, whether it will be a pre-distribution of the key deployment or a pro-active key distribution wherein key is exchanged after node deployment or an on-demand key exchange during the communication procedure after the node deployment. The pre-distribution of the key may seem one of the viable solutions in the in-body nano-environment, where on-demand key distribution may not be feasible due to limited online access to nano-devices. However, this technique requires storing large set of keys in each nano-device, e.g., a key for pair-wise communications between neighboring nodes, a key for multicast among selective nodes, and a key for broadcast across the whole nano-network. This might not be feasible at the nano-scale where nodes have ultra limited storage capacities.
Another challenge is the structure of the key being shared among nano-devices. In the nano-domain, one option of encryption can be the biochemical cryptography wherein a key can be a molecular configuration or a chemical reaction inside a body. In this regard, some authors propose Deoxyribonucleic Acid (DNA) nano-structures for data encryption in nano-networks. DNA encryption is not only an emerging area of research to preserve genetic privacy in DNA sequencing but also laid down a foundation for the field of bio-molecular computing [24] .
b: SCALABILITY
In-vivo nano-communications will pose various challenges in terms of the scale of the network. On one hand, nano-devices will have extremely limited resources in terms of their communication range, processing power and memory, and storage capacities; on the other hand, the presence of a large number of these nodes inside human body will make it exceptionally challenging to propose communications and security architectures. The security algorithms designed for WSNs cannot be directly transferred to nano-domains due to entirely different communication environment and protocols. Moreover, energy consumption of those cryptographic protocols in WSNs makes them inappropriate for the nano-domain.
Keeping in view the size of the nano-network and nanodevices, shorter key lengths might be appropriate at nanoscale. However, sending very little information (e.g.,, few bits of data) through nano-devices might need alternate solutions to classical cryptographic algorithms, as the key length in this case might exceed the actual data itself. Fig. 1 , tier-1 communications). For instance, in the case of classical communications, the classical cryptographic algorithms are relatively easier to adopt as compared to molecular communications [18] , provided they meet the communication and computational requirements of nano-networks and nano-devices. However, in the case of molecular communications, the problem becomes more severe wherein for every single bit of transmission, there is an associated tiny molecule to carry the information [18] .
As mentioned earlier in this section, the emerging field of biochemical cryptography, i.e., the use of biological molecules such as DNA and Ribonucleic Acid (RNA) as a source of encryption, can better fit the security needs of molecular communications at nano-scale. However, it comes with entirely new challenges for the researchers investigating communications security. For instance, some molecules may react spontaneously leading to uncontrollable situations in nano-networks. In this regard, the researchers must work closely with biochemists to investigate innovative ways of encrypting nano-communication utilizing biological molecules.
2) POSSIBLE SECURITY THREATS
At the scale of nano-communications inside human body, it is not simple to list the possible vulnerabilities a patient might be exposed to by a threat actor. However, in what follows, we list down some of the possible attacks at tier-1 of WBANs.
a: DENIAL OF SERVICE
In nano-communications, the Denial of Service (DoS) attack refers to the blockage of communications among nano-devices or with the devices at tier-2 of WBANs, eventually compromising the availability of the network. Th DoS attack is generally initiated by flooding interference among nano-devices/molecules inside human body or by jamming the communication links between tier-1 and tier-2.
Avoiding DoS attacks in nano-networks is not an easy task. One strategy to prevent such an attack in nano-networks can be to establish an intrusion detection mechanism for in-vivo nano-networks. A kind of artificial immune system can be added to patient's body that not only can save the system to go into fail mode but also can handle the intruding nodes. However, introducing this kind of system inside human body may harm the real immune system of the body or may react or attack the legitimate nano-machines, inserted to treat certain disease(s) in a patient.
Moreover, the solutions proposed in the WSN literature or the prevention of DoS attacks can be investigated to check their applicability to nano-networks especially in the cases of molecular communications. A survey on such techniques is provided in [25] .
b: DATA TAMPERING
Data tampering is an act of manipulating, modifying, or editing data through unauthorized means, eventually compromising the integrity of the network. Unlike WSNs, nano-networks operate inside human body and are not exposed to open environments. Therefore, device tampering is potentially challenging in in-vivo nano-networks. However, it is quite possible that an adversary introduces some illegitimate nano-devices inside human body that can substantially intercept the communications between the nanodevices, modify the data, and/or change its destination.
To protect nano-networks from data tampering, the first defense can be to block the entry of an unauthorized node inside human body. This can be achieved by enforcing the use of the prescribed medications only. Taking non-prescribed medicine from unauthorized sources can potentially increase the chances of introduction of illegitimate nodes. To cope with this, nano-devices must enforce a strict authentication procedure prior to establishing a communication link with any node inside human body.
In communication technologies, spread spectrum techniques, which are used to meet the bandwidth demands of users, provide higher level of security by potentially decreasing the chances of interference and interception at the nodes. For instance, in the Frequency Hoping Spread Spectrum (FHSS), the nodes continually keep on changing their transmission frequency. Hence, it becomes quite challenging for an attacker to intercept and keep track of the current frequency.
One may investigate the adoption of a similar communication paradigm at nano-scale to avoid the possibility of legitimate nodes, or communications in general, being compromised. However, the spread spectrum techniques require complex infrastructure at both the transmitter and the receiver ends. Nevertheless, the technique can still be investigated in the context of nano-molecular communications. Instead of hopping the frequency, the information can be carried by hopping the molecules themselves. The possibility of generating various molecular structures can be intensely investigated in close collaboration with biochemists.
The solutions proposed in the WSN literature for the prevention of data tampering attacks can be investigated to check their applicability to nano-networks especially in the cases of molecular communications. A survey on such techniques is provided in [26] .
Some other active attacks that might affect confidentiality, integrity, and availability of the nano-networks include, but are not limited to, masquerade, brute-forcing, replay, misdirection, and blackholes attacks. These attacks are partially discussed in [18] . However, we believe that the prevention techniques of all these attacks at nano-scale still remains an open research challenge.
B. TIER-2 COMMUNICATIONS
Bearing in mind the nature of communication protocols at this tier (see Fig. 1 ), in what follows, we analyze security issues and possible solutions.
1) SECURITY CHALLENGES
Prior to analyzing security challenges of aforementioned protocols at tier-2, it seems logical to understand the function of these protocols. The protocols such as WMTS, ISM, and MICS were designed to replace the wired telemetry system to give patients a freedom to move freely with sensors and get monitored while performing daily life activities. In WMTS, a patient wears a small radio transmitter (possibly on the wrist), which acts as an intermediate node to relay information to the gateway. The device named as sink node in Fig. 1 represents a WMTS relay node. More specifically, a licensed MICS band is recommended for implant communication in WBAN [3] . The communication range varies from few centimeters to 2 meters [3] , depending upon the type of the technology utilized (see tier-2 communications in Fig. 1 for  possible communication options) .
In most of the aforementioned systems, the adversary needs to be very close to the patient's body. Particularly, in the case of communications using conductive properties of the body, the adversary needs a physical contact with the patient's body. Moreover, unlike nano-devices, the network topology at this tier is a star topology wherein tier-2 nodes connect with the sink node (or a programmer in some cases) using one of the aforementioned communication technologies. Specifically, medical implants send their data to the sink node, which is connected to a medical server through a gateway.
The security challenges for a general star type (clientserver) network have been extensively studied in the literature (e.g., see [27] , [28] ). However, tier-2 communications in WBANs use different protocol settings and the security solutions presented in the literature can not be directly applied. More importantly, the protocols at this tier are not well established nor well studied in the literature. Particularly, the security of such protocols is rarely investigated in the literature and the device manufacturers do not consider security while designing such devices. Consequently, it becomes very easy for an attacker to get access to an implanted medical device. One important example to note here is the incident wherein VOLUME 6, 2018 the wireless interface of the pacemaker on vice president Dick Cheney got disabled [29] .
In what follows, we elaborate security challenges and possible attacks at this tier of WBANs.
a: KEY MANAGEMENT
Managing the distribution of the key among the tier-2 nodes remains an open research challenge. Some potential options can be: i) a pre-deployment key distribution wherein a set of keys is stored in the nodes before deployment, ii) a pro-active key distribution wherein the key is exchanged after node deployment, or iii) an on-demand key exchange wherein the key is exchanged during the communication procedure post node deployment. Additionally, in order to decide the key management, one needs to consider the node's capabilities in this tier. The devices in this tier include implants and other medical devices that communicate with the sink node. The storage, processing, and communication capabilities of these devices are better than nano-devices but they are still extremely limited to apply complex cryptographic techniques for key management.
Some out-of-band key exchange protocols are proposed in the literature [30] , [31] including physiological values [8] , [32] - [34] , such as using Inter Pulse Interval (IPI) [35] , [36] , Photoplethysmogram (PPG), and ECG [37] - [39] of the human body.
b: AUTHENTICATION
The limitation of computational resources in medical implants at tier-2 restricts the use of cumbersome cryptographic methods, such as Diffie-Hellman authentication and other asymmetric and symmetric authentication procedures. However, some works in the literature propose out-of-band authentication for the implants. The idea is to utilize auxiliary channels that work outside the data communication channel, such as a human contact or audio and visual channels [30] , [31] , [40] , [41] . The out-of-band authentication circumvents the need for trusted third parties and pre-distribution of the keys. In addition, certain outof-band authentication schemes, such as physiological biometrics limit the eavesdropping attacks due to personalized nature of these authentication schemes.
A typical example of the out-of-band authentication in medical implants is the work presented in [30] wherein the authors utilize a low-frequency audio channel to transmit the key generated by a tier node utilizing a zero-power RadioFrequency Identification (RFID) device. Whenever there is a key exchange between the implant and the programmer/sink, the patient is alerted through a vibration generated by a piezo element attached to the RFID device. However, the problem with this scheme is the possibility of hearing the piezo sound at a distance quite near the patient (e.g.,/ 1m), which may lead to passive attacks such as eavesdropping. For instance, an adversary may use general purpose microphone in the vicinity of the patient to receive the piezo sound and consequently overhear the communications.
The limited power supply of implants and other tier-2 devices obstructs the use of state-of-the-art cryptographic authentication schemes. The external power sources such as the one presented in [42] may solve power consumption issues but may create serious security concerns. The live connection between the implant and the power source may provide an advantage for the adversaries to compromise the implant if the security concerns are not addressed properly.
2) POSSIBLE SECURITY THREATS
In the following, we discuss some of the possible security vulnerabilities and attacks that implants and other medical devices at tier-2 of WBANs can be exposed to.
a: DENIAL OF SERVICE
At tier-2, the DoS may refer to the cases when the legitimate communications between implants and the sink are disrupted or the implant's or sink's power is needlessly depleted. The DoS attack may lead to serious physical problems to the patients. For instance, in the case of an emergency, the legitimate commands sent by a doctor may not reach the implant that may cost patient's life.
A strategy to avoid DoS attacks in medical implants can be to detect the anomalous behavior that may automatically identify malicious communications and resource depletion. For this purpose, some works in the literature propose to use physical characteristics of the transmitted signal such as received signal strength, angle of arrival, time of arrival, and time difference of arrival. Particularly, Zhang et al. propose an external device [43] that can examine the aforementioned physical characteristics and anomalous transmission.
The solutions proposed to prevent DoS attacks in WSNs in the clustering environment can be adopted in implants. Clustering in the WSNs represents a network setting wherein WSN nodes group together to form a cluster and one node acts as a cluster head. This cluster head can virtually represent a sink node in the WBAN and the cluster members can be virtually represented by medical implants. A survey on DoS attacks in such a network setting is presented in [44] . The survey provides an analysis of various different DoS attacks at different layers along with some mitigations.
b: DATA TAMPERING
Data tampering in medical implants and other tier-2 devices is about manipulating or modifying the data through illegitimate means, compromising eventually the integrity of the WBAN. Unlike nano-networks, the nodes in this tier are somewhat exposed to adversaries with a potential likelihood of these nodes/data being tempered or compromised. Practically, Halevi and Saxena [45] successfully compromised a medical implant provisioned with acoustic signal, based on the outof-band authentication system, from a distance of 0.9 meters and an average key retrieval correctness of 99.88%. Other out-of-band authentication schemes [8] , [30] - [34] may also be compromised, thus instigating data tampering attacks. The details of such attacks can be found in [30] and [46] - [48] .
To protect the communication channel of medical implants and their stored data from being tampered or disclosed, cryptographic measures (both symmetric and asymmetric) may sound a feasible solution [49] - [51] . However, these solutions may deplete the battery of implants if adopted to secure the wireless telemetry between implants and the sink node. The power saving solutions such as [42] may need to be further investigated in the perspective of security of implants. Moreover, cryptographic solutions for medical implants have already been criticized and challenged by the research community for their usability and reliability. For instance, the use of cryptographic mechanisms will force patients to replace the implant by undergoing a surgery to make the implant more secure, given that it was functioning properly.
Camara et al. provide a deep insight of possible security attacks at tier-2 of WBAN [52] . However, the prevention techniques of different attacks at this tier still remains an open challenge.
IV. DISCUSSION AND FUTURE DIRECTIONS
This section discusses research challenges faced by data scientists and researchers investigating security and privacy issues in WBANs.
A. LACK OF PHYSICAL ACCESS
Given the critical nature of medical devices such as implants, the primary challenge is the lack of their access to researchers wherein they can evaluate and asses the risk of an attack and the effectiveness of its defense. Some of those devices require justification and a prescription from a physician. For instance, Medtronic sells their insulin pumps to patients only when it is prescribed by a physician. The problem becomes worse when it comes to medical implants such as implantable cardiac defibrillators and others. Besides, the firmware configuration of those devices is neither public nor shared with the research community, which makes it quite challenging for researchers to examine these devices for potential vulnerabilities in their firmware. However, the authors in [53] were successful in identifying vulnerabilities in the firmware of Automatic External Defibrillator (AED) by reverse engineering the device.
In the case of nano-communications, it becomes more challenging to fully realize a real in-vivo nano-network to investigate security and privacy issues. Particularly, for molecular communications, the results generated from experimental environments such as human tissue simulator and artificial blood, may not be reproduced in the real in-vivo networks. It can be interesting to investigate if the calibrated saline solution used to simulate physiological signal [54] may also be used for testing in-vivo nano-communications.
B. SCARCITY IN RESOURCES
Resources scarceness in the in-vivo and in-vitro medical devices, such as sink nodes, medical implants, and nano-nodes is a well-known problem in WBANs, which restricts them to use state-of-the-art cryptography mechanisms. Several solutions are proposed in the literature to enhance the life time of medical implants. These solutions include, but are not limited to, investigating various types of batteries [55] - [57] , harvesting energy from the surroundings of implants [58] , [59] , and obtaining energy from external sources for battery-less implants [42] , [60] , [61] . The work presented in [42] is the most recent solution in this regard wherein an external power source keeps battery-less implants alive deep inside human body. However, all of the aforementioned solutions do not intend to make implants powerful enough to run cryptographic schemes proposed for general purpose networks. They merely increase the lifespan of an implant, while the computational and storage capacity of these devices remains minimal.
The solutions, such as [42] , further expand security challenge in a sense that an adversary may pretend to be a legitimate power source to get access to the implant. Alternatively, an adversary can interfere the communications between the power source and the implant and can potentially block it, endangering the life of the patient. Technically, empowering implants from an external source is a powerful concept but needs further comprehensive investigations to secure the power transfer and communication links. One research direction is to investigate solutions where most of the computational burden is placed towards external power source, thus resulting implant to consume as less energy as possible during the authentication procedure. To this end, a couple of solutions are proposed in the literature [30] , [62] but requiring further investigation.
The case of in-vivo nano-networks is more complicated wherein the nano-nodes have extremely limited power and computational resources. However, the security solutions investigated for the case of external power supply can be easily extended to nano-networks, where an external source can meet the power, computational, and security demands of nano-networks.
C. BIG DATA CHALLENGE
Recently, Rizwan et al. [16] have drawn attention of research community towards an emerging research field, i.e., big data perspective of nano-communication and its impact on the overall healthcare system. Given the scale of nano-communications and its relation with the big data [16] , security and privacy issues become even more challenging not only inside human body but also during data storage and processing by medical servers. Losing this data to an adversary may cause serious privacy concerns to the patients. This stresses the need for an end-to-end security system for WBANs where security and privacy challenges are ensured at all tiers.
V. CONCLUSIONS
In this work, we discussed the current and future research trends in WBANs and remote healthcare monitoring systems. First, based on the communication of medical devices, VOLUME 6, 2018 we divide a WBAN into four-tiers, including in-vivo nanocommunications. Subsequently, we provided a taxonomy of entities involved in remote healthcare monitoring systems. Then, we analyzed security requirements and challenges faced by the medical devices at each tier of communications. Particularly, we focused on the challenges to ensure confidentiality, integrity, and availability at all tiers of communications in WBANs. Specifically, we identified the complex situation of nano-networks with extremely limited resources and capabilities. Last but not least, we highlighted several areas of research to ensure end-to-end security and pointed out some limitations in the current WBANs. He has authored/co-authored over 65 journal and conference publications. He has co-organized the GRASNET'2016, 2017, and 2018 workshops in conjunction with the IEEE WCNC'2016 and 2017 and the IEEE Globecom 2018. His current research interests include free-space optics, channel modeling/signal propagation issues, relay/multihop communications, physical layer secrecy issues, full-duplex systems, and secure D2D applications for 5G+ systems, among others. 
